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HIPAA Privacy 1HIPAA Privacy 1

ll NoticeNotice
ll AuthorizationsAuthorizations
ll Patient RightsPatient Rights
ll Policies and ProceduresPolicies and Procedures



Privacy “Right To Notice” IntentPrivacy “Right To Notice” Intent

ll Provide individuals knowledge howProvide individuals knowledge how
their Protected Health Informationtheir Protected Health Information
(PHI) will be used and disclosed by(PHI) will be used and disclosed by
Covered Entity (CE)Covered Entity (CE)



Right to Notice For IndividualRight to Notice For Individual

ll Covered entities “CE” mustCovered entities “CE” must
disclosedisclose
–– Use and disclosure protected healthUse and disclosure protected health

informationinformation
–– Individuals rights to that informationIndividuals rights to that information



CE Required To Give NoticeCE Required To Give Notice

ll Covered health care providersCovered health care providers
ll Health plansHealth plans
ll Certain group health plansCertain group health plans
ll Health care clearinghousesHealth care clearinghouses



Required Elements - PlainRequired Elements - Plain
LanguageLanguage

ll Plain languagePlain language
–– may be ethnic in languagemay be ethnic in language
–– may be videomay be video
–– no formatting recommendedno formatting recommended



ll Required headerRequired header
–– “THIS NOTICE DESCRIBES HOW MEDICAL“THIS NOTICE DESCRIBES HOW MEDICAL

INFORMATION ABOUT YOU MAY BE USED ANDINFORMATION ABOUT YOU MAY BE USED AND
DISCLOSED AND HOW YOU CAN GET ACCESS TO THISDISCLOSED AND HOW YOU CAN GET ACCESS TO THIS
INFORMATION.  PLEAS REVIEW IT CAREFULLY”INFORMATION.  PLEAS REVIEW IT CAREFULLY”

Required Elements - HeaderRequired Elements - Header



Required Elements - Uses andRequired Elements - Uses and
DisclosuresDisclosures

ll All uses and disclosures withoutAll uses and disclosures without
‘authorization’‘authorization’
–– including subject to the consentincluding subject to the consent

requirementsrequirements
–– only those permitted under more stringentonly those permitted under more stringent

lawlaw

ll Separately describe each permitted useSeparately describe each permitted use
–– sufficient detail to alert individual of usessufficient detail to alert individual of uses
–– examples of treatment, payment,examples of treatment, payment,

operationsoperations



ll Notice regarding individual contactNotice regarding individual contact
–– activities required to be listed in Notice:activities required to be listed in Notice:

ll appointment remindersappointment reminders
ll treatment alternativestreatment alternatives
ll health related benefits and serviceshealth related benefits and services
ll soliciting funds to benefit the CEsoliciting funds to benefit the CE

Required Elements - Uses andRequired Elements - Uses and
DisclosuresDisclosures



Required Elements - IndividualRequired Elements - Individual
RightsRights

ll Notice must describeNotice must describe
–– individuals rightsindividuals rights
–– how individual may exercise those rightshow individual may exercise those rights



ll Right to request restrictions on useRight to request restrictions on use
–– statement that the CE not required to agreestatement that the CE not required to agree

with restrictionwith restriction

ll Right to receive confidentialRight to receive confidential
communications of PHIcommunications of PHI

ll Right to inspect and copy PHIRight to inspect and copy PHI

Required Elements - IndividualRequired Elements - Individual
RightsRights



ll Right to amend PHIRight to amend PHI
ll Right to an accounting of PHI disclosuresRight to an accounting of PHI disclosures
ll Right to obtain a paper copy for anyRight to obtain a paper copy for any

electronic noticeelectronic notice

Required Elements - IndividualRequired Elements - Individual
RightsRights



ll Must state in the notice that they areMust state in the notice that they are
required by lawrequired by law
–– to maintain the privacy of PHIto maintain the privacy of PHI
–– to provide a notice of their legal duties andto provide a notice of their legal duties and

practicespractices
–– to abide by terms of notice to abide by terms of notice currentlycurrently in in

effecteffect

Required Elements - CoveredRequired Elements - Covered
Entities DutiesEntities Duties



ll If CE wishesIf CE wishes
–– to change practice andto change practice and
–– apply the revised practices to previouslyapply the revised practices to previously

obtained PHIobtained PHI
–– must make statement to that effect in noticemust make statement to that effect in notice
–– describe how revised notice will bedescribe how revised notice will be

implementedimplemented

Required Elements - CoveredRequired Elements - Covered
Entities DutiesEntities Duties



Required Elements ComplaintsRequired Elements Complaints

ll Notice must stateNotice must state
–– how a complaint can be presented if it ishow a complaint can be presented if it is

believed that privacy rights have beenbelieved that privacy rights have been
violatedviolated

–– complaint may be filed with the Secretarycomplaint may be filed with the Secretary
–– individual will not suffer retaliation forindividual will not suffer retaliation for

filing complaintfiling complaint



Required Elements ContactRequired Elements Contact

ll Notice must identifyNotice must identify
–– Point of contactPoint of contact

ll additional information can be obtainedadditional information can be obtained



Required Element Effective DateRequired Element Effective Date

ll Notice must include date notice wentNotice must include date notice went
into effectinto effect
–– effective date cannot be earlier that dateeffective date cannot be earlier that date

notice was printed or publishednotice was printed or published
–– may wish to highlight any materialmay wish to highlight any material

modifications mademodifications made



Optional ElementsOptional Elements

ll Any description regarding moreAny description regarding more
restrictive, more limited uses andrestrictive, more limited uses and
disclosuresdisclosures
–– i.e. emphasize the even though law permitsi.e. emphasize the even though law permits

ll CE will not disclose PHI unless pressed byCE will not disclose PHI unless pressed by
legal authoritieslegal authorities



Revisions To NoticeRevisions To Notice

ll CE required to adhere to noticeCE required to adhere to notice
currently in effectcurrently in effect

ll Must promptly revise notice regardingMust promptly revise notice regarding
changes in practice to:changes in practice to:
–– uses and disclosuresuses and disclosures
–– individual’s rightsindividual’s rights
–– CE legal dutiesCE legal duties



ll CE must also revise its P&PCE must also revise its P&P
–– P&P cannot be changed until effective dateP&P cannot be changed until effective date

of noticeof notice

ll CE must include in noticeCE must include in notice
–– change in practices to include existing PHIchange in practices to include existing PHI

Revisions To NoticeRevisions To Notice



Provision Of NoticeProvision Of Notice

ll CE must provide notice upon request ofCE must provide notice upon request of
any personany person
–– requestor need not be covered individualrequestor need not be covered individual



ll Notice must be distributed by:Notice must be distributed by:
–– compliance date for existing enrolleescompliance date for existing enrollees
–– date of enrollmentdate of enrollment
–– after enrollment, 60 days after materialafter enrollment, 60 days after material

changechange
–– no less than every 3 years aboutno less than every 3 years about

ll availability of noticeavailability of notice
ll how to obtain copyhow to obtain copy

Provision Of Notice Health PlansProvision Of Notice Health Plans



ll Single notice may be sent to family ofSingle notice may be sent to family of
insuredinsured

ll Notice must be relevant to individualNotice must be relevant to individual
–– multiple group plansmultiple group plans

Provision Of Notice Health PlansProvision Of Notice Health Plans



ll Covered providers with directCovered providers with direct
treatment must:treatment must:
–– provide notice as of first service afterprovide notice as of first service after

compliance datecompliance date

Provision Of Notice CoveredProvision Of Notice Covered
ProvidersProviders



ll May satisfy requirement by:May satisfy requirement by:
–– sending notice to all patients at oncesending notice to all patients at once
–– giving notice to each patient as seen orgiving notice to each patient as seen or

contacted electronicallycontacted electronically
–– or by combination of aboveor by combination of above

Provision Of Notice CoveredProvision Of Notice Covered
ProvidersProviders



ll Covered providers with physicalCovered providers with physical
delivery site must:delivery site must:
–– prominently post the noticeprominently post the notice
–– make notice available on site (formake notice available on site (for

individual to take)individual to take)
–– promptly post all revisions and makepromptly post all revisions and make

available on siteavailable on site

Provision Of Notice CoveredProvision Of Notice Covered
ProvidersProviders



ll Provider may distribute electronically,Provider may distribute electronically,
if:if:
–– individual agrees to receiving materialsindividual agrees to receiving materials

electronicallyelectronically
–– individual has not withdrawn theirindividual has not withdrawn their

agreementagreement
–– in case of knowledge that electronicin case of knowledge that electronic

transmission failed, a paper copy istransmission failed, a paper copy is
providedprovided

Provision Of Notice CoveredProvision Of Notice Covered
ProvidersProviders



ll Individuals receiving an electronicIndividuals receiving an electronic
notice retain the rightnotice retain the right
–– to receive a paper noticeto receive a paper notice
–– right must be described in the noticeright must be described in the notice

Provision Of Notice CoveredProvision Of Notice Covered
ProvidersProviders



ll Providers with indirect treatmentProviders with indirect treatment
–– only required to produce the notice upononly required to produce the notice upon

requestrequest

Provision Of Notice CoveredProvision Of Notice Covered
ProvidersProviders



Joint Notice By Separate CoveredJoint Notice By Separate Covered
EntitiesEntities

ll Allow CE that participate in anAllow CE that participate in an
organized health care arrangementorganized health care arrangement
(OHCA) to:(OHCA) to:
–– produce a single notice describingproduce a single notice describing

combined privacy practicescombined privacy practices
–– CE under common ownership mayCE under common ownership may

designate themselves as a single affiliateddesignate themselves as a single affiliated
CECE



ll CE under common ownership may electCE under common ownership may elect
not to be a single covered entitynot to be a single covered entity
–– may elect to produce a joint notice if part ofmay elect to produce a joint notice if part of

OHCAOHCA
ll all members must agree to abide by noticeall members must agree to abide by notice
ll notice must reasonable identify all CEnotice must reasonable identify all CE
ll sharing PHI to carry out treatment must besharing PHI to carry out treatment must be

specified in noticespecified in notice

Joint Notice By Separate CoveredJoint Notice By Separate Covered
EntitiesEntities



Notice DocumentationNotice Documentation

ll CE must retain copies of the notice(s)CE must retain copies of the notice(s)
they issuethey issue
–– maintain the P&P in written or electronicmaintain the P&P in written or electronic

formform



ll Retention  periodRetention  period
–– six years from the date of its creationsix years from the date of its creation
–– or the date when it last was in effector the date when it last was in effect
–– whichever is laterwhichever is later

Notice DocumentationNotice Documentation



AuthorizationsAuthorizations

ll C.E.’s must have authorizationC.E.’s must have authorization
–– for any purpose notfor any purpose not

ll permitted orpermitted or
ll required by HIPAArequired by HIPAA



AuthorizationsAuthorizations

ll C.E.’s not required to obtainC.E.’s not required to obtain
authorizationauthorization
–– treatmenttreatment
–– paymentpayment
–– health care operationshealth care operations



Authorizations RequiredAuthorizations Required

ll Disclosures relating to but not limitedDisclosures relating to but not limited
to:to:
–– marketingmarketing
–– enrollment /underwritingenrollment /underwriting
–– employment determinationemployment determination
–– fundraising for any entity other than thefundraising for any entity other than the

C.E.C.E.
–– psychotherapy notespsychotherapy notes



Valid AuthorizationsValid Authorizations

ll Core elementsCore elements
ll Plain language requirementPlain language requirement



Authorizations - Core ElementsAuthorizations - Core Elements

1. Information in a specific and
meaningful fashion

2. Name authorized to make the
requested use

3. Name to whom the C.E. may
disclose to

4. An expiration date

5. Statement re: individuals right
to revoke

6. Statement that inormation may
be subject to redisclosure

7. Signature of the individual and
date

8. Description of individuals
representative



Patients RightsPatients Rights

ll Request restriction onRequest restriction on
disclosuredisclosure

ll Access to PHIAccess to PHI
ll Amendment of PHIAmendment of PHI
ll Accounting of disclosures ofAccounting of disclosures of

PHIPHI



Patient Rights - RestrictionPatient Rights - Restriction

ll Must permit individual to requestMust permit individual to request
restrictionsrestrictions
–– PTOPTO
–– Other allowed disclosuresOther allowed disclosures

ll CE not required to agreeCE not required to agree
ll If CE agrees, must complyIf CE agrees, must comply



Patient Rights - RestrictionPatient Rights - Restriction

ll Standard - request restrictionStandard - request restriction
ll Implementation/terminationImplementation/termination
ll DocumentationDocumentation



Patient Rights - RestrictionPatient Rights - Restriction

ll Standard - confidential communication -Standard - confidential communication -
provider/health planprovider/health plan
–– accommodate reasonable requests to receiveaccommodate reasonable requests to receive

PHI byPHI by
ll alternative meansalternative means
ll alternative locationalternative location



Patient Rights - RestrictionPatient Rights - Restriction

ll Standard - confidential communication -Standard - confidential communication -
provider/health planprovider/health plan
–– C.E. may require in writingC.E. may require in writing
–– C.E. may condition the provision onC.E. may condition the provision on

ll When appropriate - how payment will beWhen appropriate - how payment will be
handledhandled

ll Specification of an alternative address orSpecification of an alternative address or
method of contactmethod of contact



Patient Rights - RestrictionPatient Rights - Restriction

ll Standard - confidential communication -Standard - confidential communication -
provider/health planprovider/health plan
–– provider may not require basis for requestprovider may not require basis for request
–– health plan may require statementhealth plan may require statement

ll that disclosure of information could endangerthat disclosure of information could endanger
the individualthe individual



Patient Rights - AccessPatient Rights - Access

ll Right of accessRight of access
ll Unreviewable grounds for denialUnreviewable grounds for denial
ll Reviewable grounds for denialReviewable grounds for denial
ll Review of denial of accessReview of denial of access



Patient Rights To AmendPatient Rights To Amend

ll Right to amend as long as C.E. maintainsRight to amend as long as C.E. maintains
PHIPHI

ll Denial of amendmentDenial of amendment



Patient Rights To AccountingPatient Rights To Accounting

ll Right to receive and accountingRight to receive and accounting
–– made by C.E. in six years prior to requestmade by C.E. in six years prior to request

datedate
ll except for PTOexcept for PTO
ll to themselvesto themselves
ll facility directoryfacility directory
ll national securitynational security
ll correctional institutionscorrectional institutions
ll prior to compliance date for C.E.prior to compliance date for C.E.



Policies and ProceduresPolicies and Procedures

ll C.E. must implement P&P re: PHIC.E. must implement P&P re: PHI
–– to comply with HIPAAto comply with HIPAA
–– be reasonably designed to account for sizebe reasonably designed to account for size

of organizationof organization



Policies and ProceduresPolicies and Procedures

ll Changes to policies or proceduresChanges to policies or procedures
–– C.E. must change as necessary toC.E. must change as necessary to

accommodate changes in lawaccommodate changes in law
–– changes may include prior PHI if noticechanges may include prior PHI if notice

was properly givenwas properly given
–– C.E. may make changes to P&P anytimeC.E. may make changes to P&P anytime

providedprovided
ll they are documentedthey are documented
ll prior P&P is also documentedprior P&P is also documented
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